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HOJOXEHHUE
00 obOecreyeHUM 0€30IMACHOCTH ABTOMATH3UPOBAHHON UHGPOPMALMOHHOM
MBOY COLI Ne20 c. JIuneBo-O3epo

1. Obuiue nonoscenusn

Hacrosimee [lonoxxenue onpenenser TpeOOBaHUS 10 00eCIIeUeHUI0 0€301TaCHOCTH
aBTOMATU3UPOBaHHOM MHGOpMaIoHHOM cucTemsl (Hanee - AUC) MBOY COII
Ne20 c. JTuneBo-O3epo (nanee — Onepatop).

AUC  mpencraBiasier  cobori  IT-cucremy, mpegHa3HaYyeHHYIO IS
aBTOMATHU3AIMK TPOIECCOB (HOPMHUPOBAHUS, 00paOOTKM W aHaiIM3a WH(OpMaIuu

110 OCHOBHBIM HalpaBJICHHUAM JAesTebHoCcTH OnepaTopa.

OcHOBHBIMH (YyHKIMOHATBHBIMUA BO3MOKHOCTIMU AVC Oneparopa sIBASIOTCA:

* (dopmupoBanue, xpaHeHHWe U OOHOBJIEHHWE CBEICHUH O CTPYKType
noapasaenenui, rpynmn Oneparopa;

* (QopmupoBaHue, XpaHeHHE U OOHOBJIEHHE CBEJICHUM O TMEIaroru4eckoM
COCTaB€ U MHBIX COTPYJIHUKAX Nojapasaenenuii Oneparopa;

* (QopmupoBaHue, XxpaHEeHHE M OOHOBJICHHE CBEACHUNW 00 HHIAMBUIYATHHBIX
I1aHax paboThl MEeIarornyeckoro CoCTaBa;

* (opmupoBaHue, XxpaHeHne W OOHOBJICHHE CBEICHUN OO0 y4eOHOM IUIaHE U
uHbIX TiaHax OnepaTtopa;

* (QopmupoBaHue, XpaHeHHE W OOHOBJICHHE CBEJACHUH O  Harpyske
MeJIarOrM4eCcKOro COCTaBa;

* (opmupoBanue, xpaHeHne W OOHOBJICHUE CBEICHHMA O HAYYHOU W Y4eOHO
METOIUYECKON TuTepaType (METOIUUECKUE PEKOMEH AU, YueOHbIe TOCco0us,
MOHoOTrpaduu, MyOIKaluul, HHOE), BKIIOYas pa3padoTKu
MeJIarOrM4YeCKOro COCTaBa;



dbopMupoBaHre, XpaHCHHE W OOHOBJICHHE CBEJACHUN 00 OOYYaIOMUXCS U UX
3aKOHHBIX TIPEJICTAaBUTEIIAX;

dopMupoBaHre, XpaHEHHE © OOHOBJICHHE CBEACHUU O pe3yibTarax
00pa30BaTeNbLHOTO MPOIIECCa;

aHaMTHYecKas oOpaboTka WMHGPOpPMAIMU O MPOBEICHUU 00pa30BaTEIHHOTO
nporiecca.

B kaudectBe wunHbopmanuu, mnomnexamieit 3ammre B AWC  Omneparopa,

paccMaTpUBalOTCS:

MEPCOHAJIbHBIE TAHHBIE IEAATOIMYECKOT0 COCTAaBA U UHBIX COTPYAHUKOB;
MEPCOHANbHBIC JIaHHbIE OOYYarolmMXCs, B TOM 4YHCJIE€ W JaHHbIE 00 HX
3aKOHHBIX MPEJICTABUTEIIAX;

NEPCOHAIBHBIE  JAHHBIC COTPYJHHUKOB aJIMUHUCTPATUBHO-
XO3MCTBEHHBIX MOJIPA3/ICIICHUM.

OCHOBHBIMM TPYIIIAMH YIPO3, Ha IPOTUBOCTOSHHE KOTOPBIM HAIPABJICHBI

OcJaIn u TpG6OBaHI/I5[ 6630HaCHOCTI/I, SABJIAIOTCA .

yIpO3bl, CBSI3AHHBIE C OCYIIECTBICHHEM HECAaHKIMOHHUPOBAHHOTO JOCTYIa
(o3HakoMyIeHUs1) ¢ MH(OpMaLUEn, CoAepKalleldl CBEIEHUS O IMEPCOHAIBHBIX
JAHHBIX PAOOTHUKOB U 00yYaroOUIuXCs, MpU ee 00paboTKe U XpaHCHUH;

yIpO3bl, CBSI3aHHBIE C HECAHKIIMOHWPOBAHHBIM KOMUPOBAHHEM (XHILEHUEM)
UHpOpMaIUH, COJAEpIKaIIeH CBEIEHUS O EPCOHATBHBIX JaHHBIX pAOOTHUKOB U
oOyyJarommxcs;

yTpO3bl, CBSA3aHHBIE C OCYIIECTBICHUEM JOCTYyMa K HHGOPMAIUH, COACpIKAIICH
CBEICHHSI O TMEPCOHAJBHBIX IaHHBIX PAOOTHUKOB W oOOywarommxcs, 0e3
pas3pelleHus Ha TO ee Biajelbla (CyObeKTa epCoHaIbHbIX IaHHBIX);

yrpo3bl, CBSI3aHHBIE C HaApyUIEHHWEM TOpsaKa JocTyna K uH(opmaluuy,
COEpKAIIEW CBEIECHUS O MEPCOHANIBHBIX  JaHHBIX PAOOTHUKOB H
oOyuaromuxcs, mepeaBaeMoi 3aHHTEPECOBAHHBIM JIUIAM;

yIpo3bl, CBSI3aHHBIE C MEPEXBATOM HH(OPMALIUU, COJAEpKaIled CBEIEHUS O
NEPCOHAJIbHBIX JaHHBIX PAOOTHUKOB M OOYyYaIOLIUXCs, U3 KaHAJIOB INepeaadu
JTAHHBIX C WCIOJIb30BAaHUEM CIEIUATU3UPOBAHHBIX MPOTPAMMHO-TEXHUUYECKHIX
CpPEICTB;

yIpO3bl, CBS3aHHBIE C TmOTepei (yTpaToil) wuHOPMAIMK, COJEpKAIICH
CBEJICHHSI O TEPCOHATBHBIX TAHHBIX PAOOTHUKOB U 00yUaIOIIUXCS,

BCJIEZICTBUE COOEB (OTKA30B) MPOrPAMMHOI0 U almnapaTHOro 00eCTeUeHUS;
yIrpo3bl, CBA3aHHbIE C BHEAPEHHWEM KOMIBIOTEPHBIX BHPYCOB M JPYroro
BPEIOHOCHOTO MPOTPAMMHOTO 00eCTIeUeHHST,;

yrpo3bl,  CBSI3aHHBIE  C  OCYIIECTBICHHEM  HECAHKIIMOHWPOBAHHBIX
MH()OPMAITMOHHBIX BO3/ICUCTBHM (HAMPABIEHHBIX Ha «OTKa3 B OOCITYKUBAHUM



1S CEpPBHUCOB, MO (UKAITIIO KOH(pUTypaIMOHHBIX JTAHHBIX
pOTrpaMMHOAIIIAPATHBIX CpPEACTB, noaoop ayTeHTU()UKALIMOHHOM
uH(GOpPMAaLIUH U T.I1.).

CDYHKHHOHEUIBHBIG Tpe60BaHI/I51 0e30I1aCHOCTH OXBaThIBAIOT:

* TpeOoBaHMS K OCYIIECTBICHUIO ayIuTa O€30M1acHOCTH;

* TpeOoBaHMs K 0OECIEUEHHUIO MOATMHHOCTH CYObEKTOB 0OMEeHa nH(pOpMalne;

* TpeboBaHMs K KpUNTOrpaduiecKoil moaaepKKe;

* TpeboBaHM K 3amuTe UH(GOPMAIMH, COAEPKAIIECH CBEIEHHU O EPCOHATIBHBIX
JaHHBIX paOOTHUKOB U 00YYarOIINXCS;

* TpeOoBaHMs K WIAEHTU(DUKAIMU U ayTeHTUPuKauuu nois3zoBareneit AUC; O
TpeOOBaHMs K yIPABICHUIO 0€30MMaCHOCTHIO;
* TpeOoBaHMsI K 3aIIUTE CUCTEMbI OE30I1aCHOCTH.

2. OcHoeHble hynkyuonanvuole gozmoxcnocmu AUC, ceaszannvle
c obecneuenuem 6ezonacnocmu (3awgumoil uHgopmayuu)

2.1. 3amuTa JaHHBIX M0JL30BaATEJIsA

ANUC nomkHa OCYMIECTBIATh (QYHKIMM U TOJHTHKY H30MpATEIHHOTO
(TMCKpPEIMOHHOT0) YIIpaBlIeHHs TO0CTyIIoM. M30upaTenbHOe yIIpaBIeHUE JOCTYIIOM
JOJKHO MPENOCTABIATh BO3MOKHOCTh OTPAaHUUYMBATH U KOHTPOJIUPOBAThH HOCTYI K
CUCTEeME U K MH(pOpMaIINH, CoJIepKalel CBEICHUS O EPCOHAIbHBIX JaHHBIX.

Kaxnpiii Ilonb3oBarens, nbiTatonmiica noiyduTs goctyn k AWC, cHauana
JIOJKEH TIPOXOUTDH MPOIEAYPY UICHTU(PHUKAIIMY U ayTeHTU(PHKAIIKH, a 3aTeM, TpU
IONBITKAX  MOJIyYCHHUsS JOCTyla K AaKTUBaM, — AaBTOPU3ALHUIO, T.€. IIPOBEPKY
paszpemenuii [lomp3oBarens TO OTHOMIEHWIO K KaKOMY-JMOO 3allMIaeMOMy
AKTUBY.

B AUHC gpoctyn k wuHpOpManmuu JOJKEH OBITh pas3pelieH TOJBKO
ynoiHoMoueHHbIM Ha 370 Ilonmb3oBarensm. Mopens 3ammtel AUC  momkHa
BKJIFOYaTh KOMIIOHEHTBI, KOTOPBIE PEAM3YIOT KOHTPOJIbh CYOBEKTOB JOCTYIIA,
JNEUCTBUM, NPEANPUHAMAECMBIX KOHKPETHOW CYIIHOCTBIKO II0 OTHOUIIEHHUIO K
00BEKTY JIOCTYTIA.

Kaxnapiii oObekT pgoctyma, mpeactaBieHHblidi B AWC, nomkeH ObITh
OJIHO3HAYHO aCCOLIMMPOBAH C HAOOPOM aTpUOYTOB 0E30MaCHOCTH, OMPEIACISIOMINX
0e30macHOCTh 3aluuaeMoro oobekra. JlaHHblii Habop aTpuOyTOB JOJIKEH
dbopMUpOBaThCS TPH CO3JIaHMM OOBEKTa M BIIOCICACTBUH MOXKET MEHSTHCS.
M3MmeHeHne WX 3HAYEHUM JOJDKHO OBITH oOecrmeueHo Toabko Ilosib3oBarensM,



HMCIOIKMM  CTAaTyC BJaAciibla 06’I)CKT8,, a TaKXeE€ CY6’I>CKT3.M, KOTOPBIM
MpeA0CTaBJICHbI COOTBETCTBYIOIIUEC ITOJTHOMOYHA.

[IpaBa nmoctyma cyOBEKTOB K OOBEKTY JIOJDKHBI OMPEAENATHCS MOCPEICTBOM
CIIMCKA yIpaBlieHus: JOCTynoM. CUCOK YNpPaBJICHUS TOCTYIOM JOJKEH BKIIOYATh
MepeYEHb MOJIb30BATENEH, KOTOPHIM pa3pelleH JOCTYN K OOBEKTY, a TaKKe Habop
JOMYCTUMBIX HaJl 00BEKTOM JICUCTBUH.

2.2. Ayaut coObITHI 0€30I1aCHOCTH

AUNC pomxHa oOecrieunBaTh HAOOp CPEIACTB ayAuTa, MPEIHA3HAUYECHHBIX IS
MOHUTOPUHIAa W OOHApYXEHHUS HEXENATEJbHbIX YCIOBUM, KOTOpPHIE MOTYT
BO3HMKHYTb, a TaKXe COOBITHH, KOTOpbIE MOTYT MPOU30HMTH B CHUCTEME.
MOHUTOPUHT OTHOCSAIIMXCS K O€30MaCHOCTH COOBITUWA JOJDKEH MO3BOJSATH
oOHapyXuBaThb HapylIuTeled O€30MaCHOCTH, a TaKXe BbIABIATh IOIMBITKU
HECaHKIMOHMpOBaHHOro nocryna k AMC wim jocryna K 3allMIacMoin
uHpopManmu. B uyacTtHOCTH, ompenenss MONUTUKY ayauTa, YHOJHOMOYEHHBIN
agmuHucTparop AUC nomKeH UMETh BO3MOYKHOCTh OCYLIECTBIATH ayAUT TOJBKO
HEOOXOJMMBIX THUIIOB COOBITHI O€30MaCHOCTH, TaKUX KAaK HEyJayHbI€ MOIBITKU
noakiatoueHus: noisib3oBatened kK AMC. 3anuce pe3yabTaToB ayauTa COOBITHIA
0€30MaCHOCTH JIOJKHA OCYIIECTBISATHCS B JKYpPHAJIbl PETUCTPALMH  COOBITUI
ayJuTa, JOCTYIl K KOTOPOMY JIOJKEH OBITh pa3pelieH TOJIbKO YIOJHOMOYEHHOMY
agmunuctparopy AMC. IIpocMOTp KypHanoB perucTpauud coObITHH ayauTa
JOJKEH BBIMIOJIHSETCS ¢ Ucroyib3oBaHueM cpeiactB AVC (crnennanu3upoBaHHbIX
MHCTPYMEHTAJIbHBIX CpeAcTB). JlaHHbIe cpeacTBa JOJIKHBI  IPEIOCTaBIATH
BO3MOXKHOCTh MOHUTOPHUHIAa W PErUCTpallMd TOJBKO TeX COOBITHI ayaura,
KOTOpPBIE YJIOBJIETBOPSIOT 3aJaHHBIM KPUTEPUSAM, UTO IMO3BOJIUT OIPAaHUYUTH 00BEM
JAHHBIX, COOUPAEMBIX O COOBITHSAX OC30MTaCHOCTH.

2.3. UnenTupurkanus u ayreHTHPUKALUA

AUC pomxHa TpeboBaTh, 4YTOOBI BCE CYOBEKTHI JOCTYIa YHHUKAJIbHO
UIAEHTU(ULIMPOBAIKNCH U ayTeHTU(ULpoBanuch pu goctyne Kk AUC ¢ nomouibio
BBOJa uaeHTU(uUKaTopa U napois. Unentudukanus U ayTeHTU(PUKALUS TOTKHbI
OCYIIECTBISITHCSA JO BBIMNOJHEHHUS] CYOBEKTOM JOCTYyNa KaKUX-JIMOO IeHCTBHIA.
AUC nomkHa mopaepkuBath ayTeHTH(uUKauio [lomp3oBaTeneit BMecTe C HX
agropu3anuen. [IpemycmarpuBaercs, 4ro  aBropusauus Ilonp3oBareneit
IIPEACTABIISIET HAYAJIBHBIM YPOBEHb JUISl pa3pelleHus JOCTyINa K JIOKAIBHBIM M
CETEBBIM pecypcam.

AUC nomxnHa obecriednBaTh XpaHEHHE MMapoJieii B mpeoOpa3zoBaHHOM opmarte.
AUNC nomkHa MpeaoCTaBiATh CPEJCTBA YCHIICHUS O€30MaCHOCTH Mapoyie uepes
HCIIOJIb30BAaHUE MEXAHU3MOB, IMMO3BOJSIIOIIMX OMNPEIEIUTh MUHUMAJIBHYIO JUIMHY,



BpeMsl JelcTBUS (MUHUMa@JIbHOE M MaKCHUMaJbHOE), 3aJaThb TpeOOBaHUE
YHUKQJIBHOCTH (HEMOBTOPSIEMOCTH) U BpEMSI CMEHBI TAPOJISL.

ANC nomxHa MperoCTaBIATh MEXaHW3M OJIOKMpPOBaHMS YYETHOH 3amucu
[I0JIB30BATEJIS MTOCJIE ONPEAEICHHOIO0 KOJNYECTBA MOIBITOK BBOJA HENPABUIBHOTO
UMEHU /WU [apoJis IMOJIb30BATENs A0 €€ pa30JI0KHpPOBaHUS aJIMUHUCTPATOPOM
AUC wam 1o UCTEYEHHMM BPEMEHM JACHCTBUA, 3aJaHHOrO JUIA CUYETYMKa
OJIOKUPOBKH.

2.4. 3amura cucTeMbl 0€30IIaCHOCTH

ANC nomxHa MperoCTaBIATh Psii BO3MOKHOCTEH Ul 00€CIIeUEHUs! 3allUThI
cucTeMbl Oe3omacHOCTH. WM3oJsmus mpoueccoB W MOJJACPKAHUS —JOMEHa
0€e30MacHOCTH  JIOJDKHBI — OOecreunBaTh O€30IaCHOE  BBINOJHEHUE (PYHKIUI
cucteMbl 0Oe3onacHocth AVC. BO3MOXHOCTH OCYIIECTBIIEHUS MHEPUOIUUYECKOTO
TecTUpoBaHUs cpenbl ¢GyHKkuuoHupoBaHuss AWNC (anmapatHoid 4YacTu) W
coOcTBeHHO camux (QyHKIUK cucteMbl 6e3omacHocT AUC nomkHO o0ecrneunBaTh
NOJNJIEp)KaHUE  yBEepeHHOCTH  aamuHuctparopa AMC B [EIOCTHOCTH U
KOPPEKTHOCTU (PYHKIMOHUPOBAHUS (PYHKIMM CUCTEMBI O€30MMACHOCTH.

3. OcHogHble PYHKUUOHAIbHBLE 603MONCHOCIU NOBLIUIEHUA HAOEHCHOCHU

ANC JOJDKHA oOecrneynBaTh HaJACKHYIO 3alllUTy JAHHBIX OT HCIIPCABUICHHBIX
cO0OEB MM OTKa30B CHCTCMBI, oOecneunBas cicayromuc BO3MOXHOCTH IIO
ITOBBIIMICHUIO HAACKHOCTH.

3.1. Pe3epBHOE KONMMPOBaHUE JAHHBIX

B AUC nomxHbBl BXOAUTH CTaHAAPTHBIE CPEACTBA MPEIOTBPAILICHUS MOTEPU
JAaHHBIX U UX BOCCTAHOBJICHUS B CIy4yae BO3MOXHBIX cOoeB. meromuecs cpencrpa
PE3EPBHOIO KOIMPOBAHUS JOJIKHBI MPENOCTaBIATh 1lop30BaTesiMm BO3MOKHOCTD
BbIOOpa pa3MYHBIX CTPATETHM PE3EPBHOIO KOMMPOBAHMS, OOECHEUMBAIOIINX
HEO0OXOIUMBIN YPOBEHb 3aIUTHI JAHHBIX B ClIy4ae BO3ZHUKHOBEHHSI COOEB B paboTe
cucteMbl, npu 3ToM [loabp30BarensiM [OJDKHA MPEJOCTABISTHCS BO3MOYKHOCTh
BBINIOJIHEHUS PE3EPBHOTO KONMUPOBAHUS JaHHBIX HAa HEChEMHbBIE U ChEMHBIE
YCTPOMCTBA XPaHEHUS.

3.2. BoccraHOoBJIeHHE CHCTEMBbI

OYHKIMOHAIbHBIE  BO3MOXHOCTH  BOCCTAHOBJICHHUSI ~ CUCTEMBI  JTOJKHBI
no3BoysTh Bo3Bpamath AUC B coctosinue, npeaiiecTByoiee cooro. [lpu stom B
ANC He [O0KHO MPOMCXOAWTH TNOTepu (IMOO0 TMOTEepH AOHKHBI  OBITh
MUHHUMAJIbHBI) U HCKA)KEHUS TAHHBIX.



3.3. CpeacrBa aIMHUHHUCTPUPOBAHUSA, YIIPABJICHHUS U MOAACPKKHA

B coctaB AUC nomkHBI OBITh HWHTETPUPOBAHBI TpaduyuecKkwe CpeacTBa
aJIMUHUCTPUPOBAHUS W/UIM YTHINUTHL KOMAaHAHOM CTPOKH, OOECIeUHBAIOIINE
addexkTBHOE mMoOJIHOMAcmTabHOe U TUOKOe yrpaBiieHHe (B TOM YHCIIC
MOHUTOPHHT).

4. Cpeoa oezonachocmu AUC

4.1. Moaeau yrpo3, xapakrepnsie 1 AUC

4.1.1. OcymiecTBiIeHHE HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHUS  C
MEPCOHAIbHBIMU JAHHBIMU PAOOTHUKOB M 00YYarOIIHUXCSl.

M cToYHUKH YyIPo3bl — BHEITHUH 3710YMBIILICHHUK.

Cnoco0 (MeToa) peajm3anuu yrpo3bl — repexBar uHQOpMaIMy U3 KaHAJIOB
nepenadu JTAHHBIX C UCIIOJIb30BaHUEM CHEIUATU3UPOBAHHBIX
IPOrPaMMHOTEXHUYECKHUX CPEJICTB.

Hcnonb3yemblie yA3BUMOCTH — BO3MOXKHbBIE HEJTOCTATKU MEXaHU3MOB 3allIUThI
uHboOpMaIIMU TIPU €€ Teperaye MO KaHalaMm TMepeladd JIaHHbBIX, CBA3aHHBIE C
BO3MOXKHOCTbIO ~ HECAHKI[MOHHPOBAHHOI'O  O3HAKOMJIEHUS C  IepelaBacMoi
uH(popManuen TpeTbUX JIHII.

Bua undopmanum, noTeHUAJIBHO MOABEPKEHHOM YIPO3e — IEPCOHATIbHbBIC
JaHHBbIE pAOOTHUKOB M O0YYaOIIHUXCS.

Hapymaemoe cBoiicTBO 6€30MaCHOCTH — KOH(MUECHITUATEHOCTD.

Bo3mo:xHbIe OCJIeICTBHS Peain3aliu YIPo3bl — HAHECEHUS MOPaJIbHOTO
W/WJIM MaTepUalbHOTO yiepoa Iuity, GurypupyromnemMy B epexBaueHHON
uHpopmanmu. HaHeceHne KOCBEHHOTO MaTepualibHOro  yiiepoOa
00pa3oBaTEILHOMY YUPEKICHUIO.

4.1.2.  OcylIecTBICHHUE  HECAHKIIMOHUPOBAHHOTO  O3HAKOMJICHUS  C
NEPCOHATLHBIMHU JTaHHBIMU PA0OTHUKOB M OOY4YaIOMIMXCA U UX Moaudukaius (B
TOM YHCJI€ TIOJIMEHA).

HcToyHuKH yrpo3bl — BHEIIHUM 3JI0YMBILIJICHHUK.

Cnoco0 (Metoa) peajm3anum yrpo3bl — repexBar UHQOpMaUU U3 KaHAJIOB
nepenayn JTaHHBIX C UCIIOJIb30BaHUEM CHeIUATN3UPOBAHHBIX
IPOrpaAMMHOTEXHUYECKUX CPEACTB; MoAM(UKALMS (B TOM YHCIE IOJMEHA)
nepexBaueHHON MH(GOPMALIMK U HABSI3bIBAHUE JIOKHON MH(GOPMALIHH.

HUcnoab3yemble ysI3BUMOCTH —  HEJOCTATKM  MEXaHHU3MOB  3aIlUThI
uHbopMalMK TpU €e Tepelraye Mo KaHalaMm Mepeladd JIaHHbIX, CBSI3aHHBIE C



BO3MOYXHOCTBIO HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHMS M MOAU(UKAIMU (B TOM
YHCIIe MOAMEHBI) TIepeIaBacMO HH(POPMAIIHH.

Buja undgopmanuu, noTeHMAIbLHO MOABEP:KEHHOH YIrpo3e — epCOHAbHbBIE
JaHHBIC PAOOTHUKOB M O0YUYaOIIIHXCS.

Hapymaembie cBoiicTBa 6€30MaCHOCTH — KOH(DHICHIINATLHOCTD,
LIEJIOCTHOCT.

Bo3MoskHbIe MOC/eACTBUSI pPeaju3alui Yrpo3bl — HAHECCHUS MOPATBLHOTO
W/ATW  MaTepHAbHOTO yiepOa iy, (QUrypupyomeMy B TEepeXBaueHHON
uHpOpPMAIIUK H3-32 HCECAHKIIMOHUPOBAHHOTO PACKPBITHS KOH(HUICHIIMAIBHON
uHGOPMAITUU WK PacIPOCTPaHEHHUS PACKPHITHIX JaHHBIX. HaHeceHne KOCBEHHOTO
MaTepHAIBHOTO yIiepda 00pa30BaTeILHOMY YUPEHKICHHIO.

4.1.3. HapyieHue IOCTYNMHOCTH, yTpaTa WA HCKaXXEHUE IMPEIOCTABISIEMBIX
NEPCOHANBHBIX JIAHHBIX PA0OTHUKOB M 00YJarONIUXCs BCIECTBUE COOEB (OTKA30B)
IPOrPaMMHOTO U aNapaTHOro 00ecreueHusl.

HcTouHUKH Yyrpo3bl — MPOrpaMMHOE U anmapaTHoe oOecreueHue.

Cnocod (MeTon) peanu3anmu yrpo3bl — cOou (OTKa3bl) MPOTPAaMMHOTO U
anmapaTHOro 00ecre4eHusl.

Hcnoab3yemble yA3BMMOCTH — HEAOCTAaTKM MEXAaHM3MOB oOOecreyeHus
JOCTYIIHOCTH  TpeOyeMoil  MH(OpManuu, CBSI3aHHBIE C  BO3MOXHOCTBIO
OJIOKMpOBaHUS MPEAOCTABICHU HHPOPMALIUK HA HEAOIYCTUMOE BPEMSI.

Bua undpopmanum, NoTeHHAIBHO MOABEPKEHHOM YIPo3e — IEPCOHAJIbHBIC
JaHHbIE PAOOTHUKOB U 00YUYarOIINXCS.

Hapymaemoe ¢BOMCTBO 0€30l1aCHOCTH — JOCTYITHOCTb, TOCTOBEPHOCTD.

Bo3MoskHbIE MOC/IeICTBUSA peajiu3allii YIrpo3bl — HApYUIEHUE CO CTOPOHBI
00pa30BaTEIBLHOIO YUYPEXKACHUSI B3ATHIX Ha ce0si 00s3aTeNbCTB MO 00paboTKe
MEePCOHATLHBIX JTAHHBIX PA0OTHUKOB U OOYYAIOIIMXCS U MOXKET MPUBECTU K
NpsSIMOMY HWJIM KOCBEHHOMY MaTepHalbHOMY yliepO0y o00pa3oBaTeIbHOMY
YUPEKIEHUIO.

4.1.4. HapymeHune COrJIacOBaHHOCTH JAaHHBIX B TMEPCOHAIBHBIX JAHHBIX
paOOTHUKOB W OOYYaIOIIUXCS BCIENCTBHE COOEB (OTKA30B) MPOTPaMMHOTO U
anmapaTHoro oOecleueHus, a TakkKe OIMUOOK TMepcoHanma 00pa3oBaTEIbHOTO
YUpEKICHUSI.

HMcToYHUKH yrpo3pl — TPOrpaMMHOE W anmapaTtHoe oOecleueHue, IepcoHaja
MBOY COII Ne20 c. JIuneo-O3epo.

Cnoco0 (MeToa) peau3amum yrpo3bl — cOou (0TKa3bl) MPOrPaMMHOTO 00eCTICUeHUs
u o6k nepconana MBOY COII No20 c. JIlunero-O3zepo. Hcmosib3yemble



YA3BMMOCTH — HEJIOCTATKH MEXaHMW3MOB 00€CIIEYEHUs COTJIaCOBAaHHOCTU JJAHHBIX B
BbJI AUC, cBsizaHHbIE C BO3BMOKHOCTBIO HAPYILIEHUS COTJIACOBAHHOCTH.
Bun undgopmannu, n0TEeHIUAJIBLHO NMOJABEPKEHHON YIPo3e — IEPCOHAIbHBIC
JaHHBIC PAOOTHUKOB M O0YUYaOIIIHXCS.
Hapymaembie cBoiicTBa 0€301aCHOCTH AKTHBOB — JIOCTOBEPHOCTb,
EJIO0CTHOCTb.
Bo3MoskHbIE NOC/HEICTBUS peaju3alud YIrpo3bl — pPAacCcOrlacOBaHHUE B
[lepcoHalIbHBIX TaHHBIX paOOTHUKOB U oOy4daromuxcs, xpaHumeix B bl AVC, uTo,
B CBOIO oOuepeib, NPHUBEACT K BO3MOXXHOMY HAHECEHUS MOPAJIBLHOTO W/WUIU
MaTepHAIbHOIO yIiepOa AOUIKOILHOMY 00pa30BaTeIbHOMY YUPEKIECHUIO.

4.1.5. OcymiecTBiaeHue A0cTyna (03HAKOMIICHHSI) C TIEPCOHATIBHBIMU JTaHHBIMU
oOydaromerocsi, XpaHumMbiMu U oOpabaTtsiBaemMbiMu B AWC, 06e3 cornacus
CyOBeKTa TEePCOHATBHBIX TAHHBIX (3aKOHHOTO TPEICTABUTEINSA) WU OKOHYAHMS
CpOKa JICWCTBHS TAKOTO COTJIACHS.

HNcToyHuku yrpo3sl — YIOJHOMOYEHHBIE Ha JIOCTYN K TE€PCOHAIBHBIM
JTAHHBIM BHYTPEHHUE U BHEIITHUE TIOJIb30BATEIH.

Cnocod (Merox) peanu3almuu Yrpo3bl — OCYIIECTBICHHE JOCTyIla K
MEPCOHATBHBIM JIJAHHBIM OO0YYalOlUXCS C HMCIOJB30BAaHUEM IITAaTHBIX CPEJCTB,
IPEIOCTaBIsIEMbIX MPOTpaMMHO-anmnapatHeiM obecrieuenuem AUC.

Hcnoan3yemble ysI3BUMOCTH — HEJOCTAaTKH  MEXaHHU3MOB  3aIlUThI
MEPCOHANBHBIX JAHHBIX 00YYalolEerocs, CBA3aHHBIE C BO3MOXKHOCTBHIO JOCTyIa K
HUM 0€3 MUCBMEHHOTO COTJIachs CyObeKTa TMEPCOHAJIbHBIX JAaHHBIX WM TOCTE
OKOHYAHMSI CPOKA €ro JeHCTBHUS.

Bua undpopmanum, noTeHUAIBHO MOABEPKEHHOM YIPO3e — IEPCOHATIbHBIC
JaHHBIE 00YYaIOLIUXCS.

Hapymaembie cBoiicTBa 6€30MaCHOCTH — KOH(DUICHITNATEHOCTD.

Bo3MoskHbIE MOC/IEACTBHS peaju3aliu Yrpo3bl — HECAHKIIMOHUPOBAHHOE
O3HAKOMJICHHE C TEPCOHAIBHBIMU JIAHHBIMU BEJIET K HAHECEHHI0 MOpPaJbHOTO
W/WIM MaTepHallbHOTO yriepOa oOydaromeMycsi M3-3a HECaHKIMOHMPOBAHHOTO
PACKPBITHS KOH(GUIEHITMATLHON HHPOPMAIIUU.

4.1.6. Bneapenue B HMHPOPMALMOHHYIO CHCTEMY OOpa30BATEIbLHOTO
YUpEXKACHUS BUPYCOB U JPYroro BPeIOHOCHOTO MPOrpaMMHOTO OOeceueHUsl pu
B3aMMOJIEWCTBUM C BHEIIIHUMH CUCTEMAMHU, a TAKXKE MOJIb30BATEISIMU C HOCUTENEH
uH(pOpMaIH, UCTIOJIB3YEMbIX Ha aBTOMATU3UPOBAHHBIX pabOYUX MECTaX.

HcTouHnku yrpo3sl — BHyTpEHHUE MOJb30BaTenu U nepconanr MbOY COLI
No20 c. JIuneBo-O3epo BHEIIHUE CUCTEMBI.



Cnocod (Meroa) peanm3anuu Yrpo3bl — BHEAPEHHUE BUPYCOB U JPYroro
BPEAOHOCHOTO MPOTrpaMMHOTO OOecredyeHHs] MPU B3aUMOACHCTBUU C BHEUITHUMU
cuctemamu ((aitioBelid OOMEH, SJEKTpPOHHAs MMouYTa W T.I.), a TaKXKe IpHU
WCIOJIb30BaHUU CBHEMHBIX HOCUTENEeW HH(OpMAalMU Ha aBTOMATH3MPOBAHHBIX
pabounx MecTax.

HUcnoab3yemble  ysI3BUMOCTH —  HEJOCTATKM  MEXaHW3MOB  3allUThI
WH(POPMALIMOHHONW CHCTEMBI 00pa30BATEIBHOTO YUPEXKICHUS OT BHEIPEHUS
BHUPYCOB U JPYrOro BPEAOHOCHOTO MPOrPaMMHOTO OOECHeYeHHUs, CBSI3aHHBIE C
BO3MOKHOCTBIO BHEJPEHUS BUPYCOB U JIPYrOro BPEJIOHOCHOTO IMPOTPAMMHOIO
oOecreyeHusl.

Bua ungopmanuu, NOTEHUMAJIBHO MOABEPKEHHOU YIPo3e — IPOrPaMMHOE
obecneuenue nHpopmarronHot cucteMsl MBOY COIL No20 c. JIunero-O3epo..

Hapymaemoe cBoiicTBO 0€301aCHOCTH AKTHBOB — IIEJIOCTHOCTb.

Bo3MoskHBIE MOCIEACTBHS pealu3anMy Yrpo3bl — HapyLIEHUE PEKUMOB
(GYHKIIMOHUPOBAHUS WH(POPMAIIMOHHOW CUCTEMBI 00Pa30BATEIIBHOTO YUPEXKICHUS,
noteps (yrpara) U MCKaxeHue MH(pOpMallii, CHIKEHHUE YPOBHS 3alUILIEHHOCTH
uHpopmanmonHoit cucteMbl MBOY MBOY COIII Ne20 c. JIuneBo-O3epo.. Bener
K BO3MOKHOMY MatepuaiibHoMy yiiepoy MBOY COILL Ne20 c. JIunero-O3epo.».

4.1.7. OcymiecTBiieHne HECAHKIIMOHUPOBAHHBIX MH(OPMAITMOHHBIX
BO3/1EMCTBUAN (Moaupukanus KOH(pUTypallMOHHBIX JAHHBIX
MpOrpaMMHOANNAaPATHBIX CPEJICTB, MOAOOP ayTEeHTH(PUKALMOHHON WH(MOpManuu
MBOY COII Ne20 c. JInuneBo-O3epo. OCyIIECTBISIEMBIX U3 BHEIITHUX CUCTEM.

M cToYHUKH Yyrpo3bl — BHEUTHUE 37I0YMBIIUIEHHUKH, BHEIITHUE CUCTEMBI.

Cnoco0d (merox) peanu3anum Yrpo3bl —  HECAHKIMOHUPOBAHHBIE
MH(OpMAIMOHHBIE BO3JEHCTBUS C MCHOJb30BAHHEM  CIEHHUATM3UPOBAHHOIO
MPOrpaMMHO-aNIMAPATHOTO 00ECIIEYEHUSI.

HUcnoab3yemble  ysI3BUMOCTH —  HEJOCTAaTKM  MEXAaHHU3MOB  3aLUTHI
uHpopmarmonnorr cucreMbl  MBOY  COIIl Ne20 c¢. JluneBo-O3zepo.» ot
HECAHKIIMOHUPOBAHHBIX BHEITHUX BO3JECHCTBUL.

Buxy  uHdopManmum, NOTEHUHAJIbLHO  IOJABEPKEHHON  yrpose —
porpaMMmHoarimapatioe odecrieuenue nHpopmaimontoit cucremsl MbOY COII
No20 c. JluneBo-O3epo. Hapymaemble CcBOWCTBa 0€30IIaCHOCTH AKTHUBOB —
KOH(UIEHIIUATIBHOCTb, 11eJIOCTHOCTb.

Bo3MoskHBIE MOCIEACTBHS peaju3anMy Yrpo3bl — HapyLIEHUE PEKUMOB
dbynaknuonupoBanus napopmanmonHoit cucteMbl MBOY COII Ne20 c. JIuneBo-
O3epo, CHUXKEHHWE YPOBHS 3alUIIEHHOCTH HHGOpPMAMOHHONW cucteMbiIMbOY
COII Ne20 c. JTuneBo-O3epo. BeaeT k BO3MOKHOMY MaTepHaIbHOMY YIIEPOY.

4.2. IToanTnka u ueau 6esonmacuoctu 1 AUC



AUC pomkHa oOecrnieynTh CIIEIOBAaHUE TMPUBEACHHBIM HIDKE IpaBUiIaM

0€30I1aCHOCTH:

1. lomxHa ObITh OOecIiedeHa perucTpaus U y4eT MoTydeHHs (BKII0Uasi yKazaHue
CpoOKa JCHCTBHsI) corjacusi  3aKOHHOTO TpeACTaBUTeNs oOydaromerocs Ha
o0pabotky mpemoctaBieHHbIXx UM B MBOY COII Ne20 c. JluneBo-O3zepo. 2.
JlomkHa ObITh oOecnedeHa BO3MOXKHOCTh HAJIEKHOTO XPaHEHUs NEPCOHAIbHBIX
JaHHBIX PAOOTHUKOB U oOydarolmuxcs (B TEUEHHME IEHCTBUS CPOKa TPYZOBOIO
JOTOBOpa M paspelieHus (corjacusi) Ha o0OpabOOTKy NEpCOHANbHBIX JTAHHBIX
COOTBETCTBEHHO).

3. JlomxHa OBITH OOecmedeHa BO3MOXKHOCTh Oe3omacHoro BoccranoBieHus AMC
mocJe cO0eB M 0TKa30B MPOrPaMMHOT0 00eCIIeUeHHs U 000py10BaHUS.

4. Jlomxkna ObITh  oOecrieueHa  3ammra  HMHPOPMALUU,  COCTaBJISIOIEH
NEpPCOHANbHbIE JaHHbIE PAOOTHUKOB W OOydYaroumuxcs, nNpu ee oO0paboTke,
XpaHEHHUH U Tiepeayde CrelUaTu3upOBaHHBIMU CPEJICTBAMH 3aAIUTHI.

5. lomkHO OBITH OOCCICUCHO HAIMYHE HAMICKAIINX, 3allUIICHHBIX OT
HECAHKIIMOHUPOBAHHOTO  MCIOJIb30BAHUS, MEXaHU3MOB PETUCTPALMH U
npenynpexaenus aamuauctparopa AUC o nro0bIX COOBITHSIX, OTHOCSIIUXCS K
6e3onacHoctu AVC.

6. JlomkHo OBITh oOO€CHEYeHO HaJWYUEe HAJJISKANUX U KOPPEKTHO
(bYHKIIMOHUPYIOIIHUX CPEICTB aIMUHUCTPUPOBAHUS 0e3omacHOCTU
unpopmarmonror cucteMbl MBOY COIL No20 c. JIuneBo-O3epo, NOCTYMHBIX
TOJIBKO YITOJITHOMOYEHHBIM aIMUHUCTPATOPaM.

7. JIOJKHBI OBITh IPEAOCTABJICHBI MEXaHU3MBbI ayTeHTU(PUKALINH,
o0OecrieuMBaroIIve aJCKBATHYIO 3alllUTy OT MPSIMOrO WJIH YMBIIUIEHHOTO
HapyIlIeHHs 0€30aCHOCTH HapyIIUTEISIMU C HU3KUM MOTEHIIMAIOM HaraIeHusl.
8. JlomwkHbl OBITH OOEcCHeueHbl MEXaHWU3MBl TEHEpaIllH, HaJJIeKAIIeT0 |
3aIIUIICHHOTO PAaCHpeeICHNs, YHUUYTOXKEHHUS KIIOYEeBOH HHPOpMAINK, a
TaK)K€ MEXaHM3Mbl MUGPOBaHUs, U (GOPMHUPOBAHUS DIIEKTPOHHOU LU(DPOBOI
nofanucy. J[aHHbIE MEXaHU3MBI JOJKHBI (PYHKIIMOHUPOBATH B COOTBETCTBHUH C
cepTU(UIIMPOBAHHBIMH AJITOPUTMAMH.

4.3. [lomuTrka ¥ Heau 0e3onacHOCTH 1A cpeabl pyHkunonuposanuss AUC

Cpena ¢ynkmuonupoBanus AWC nomkHa oOecrneynTh ClieoBaHUE MPHUBEICHHBIM
HUKE MpaBuiiaM 0€30MaCHOCTH:
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JlomxHa ObITh 0OecrieueHa HHKEHEPHO-TEXHUYECKasl YKPEIUIEHHOCTh 0OBEKTOB
pa3MellleHUusT CHUCTeMbl OOpa0OTKH, XpaHEHUs U Tmepeaaud uHdopmanuu,
COJIep Kallleil CBEJCHUS O IEPCOHATBHBIX JJAHHBIX.

OObBeKThl pa3MelleHUsT CHUCTeMbl OOpabOTKH, XpaHEHUS U I[epeaadu
uH(pOopMaIK, coJiepKalllei CBEACHUS O MEPCOHANIbHBIX JAHHBIX, JODKHBI ObITH
000pyI0BaHbl CUCTEMOM OXPAaHHOW CUTHAJU3AIUU.

I[OJ'DKH& OBITH HCKJIIOUEHA BO3MOKHOCTh HCCAHKITMOHUPOBAHHOT'O (1)PI3HLIGCKOI‘O
A0CTyIla K IIPOrpaMMHO-allllapaTHbIM 3JICMCHTaAM  CHCTCMBI 06pa6OTKI/I,
XPaHCHUA U IICpCaadn I/IH(bOpMaHI/II/I, coaepmameﬁ CBCACHUA O IICPCOHAJIBHBIX
JaHHBIX, CO CTOPOHBI IOCTOPOHHUX JIUII.

Ha oObektax cuctembl oOpabOTKH, XpaHEHUS W Tiepenadud WHGOpMaIlH,
coJiepKalle CBeIeHUsI O MEPCOHAIBHBIX JAHHBIX, IOJDKHO OBITH 00ecIeyeHo
HAJIMYME M HaJJIeKallee HCIOJIb30BaHUE CPEACTB AHTUBUPYCHOM 3alllUTHI,
cepTU(UIIMPOBAHHBIX 10 TpeOoBaHMAM Oe3omacHocTH. JIOMKHO  OBITH
00ecrnieyeHo peryisipHOe OOHOBJICHNE aHTUBUPYCHBIX 0a3.

OOBeKThl cucTeMbl O00paOOTKH, XpaHEHUsT M Iepedadyd UHGOpMaIH,
coJiepKallleil CBeICHHsI O TIEPCOHAIBHBIX JAaHHBIX, JOHKHO OBITh MOAKIIOYEHBI
K BHEIIHUM BBIYMCIIUTEIBHBIM CETSIM OOIIEr0 MOJb30BAHUS C UCIOJIB30BAHUEM
HaJUIeKAIUX CPEJCTB MEKCETEBOI0 SKPAHUPOBAHUS, CEPTUPUIUPOBAHHBIX IO
TpeOOBaHMSIM OE30MACHOCTH.

Ha oObekrtax cucrtembl oOpabOTKHM, XpaHEHUS W Tnepenadyud MHGOpMalu,
CoJIep>Kallle CBEACHUsI O MEPCOHAIBHBIX JAHHBIX, OJDKHO OBITH 00eCreyeHo
OTCYTCTBUE HEIUTATHBIX MPOTPAMMHBIX CPEACTB, HE UMEIOIIUX OTHOLIEHUE K
npoiieccy (yHKIIMOHUPOBAHUS JOLIKOJIBHOTO 00pa30BaTEIbHOTO YUPEXKICHHUS.

JloymxHBI OBITH OOECIIEUEHBl YCTAHOBKA, KOH(UIYpUPOBAaHUE M YIPABJICHHE
nporpaMMmHo-anmapaTHieiMu  cpeacteamu  AMC B COOTBETCTBUM €
PYKOBOJICTBAMH U COIJIACHO OLIEHEHHBIM KOH(PUTYpALUSIM.

[lepconan, orBercTBeHHBIM 3a aamMuHUcTpupoBanue AWC, pomxeH OBITH
0JIarOHAaIe)KHBIM W KOMIIETEHTHBIM, M PYKOBOACTBOBAaTbCS B  CBOEHU
JESITEIIbHOCTH COOTBETCTBYIOIIEN TOKYMEHTAIIUEH.

Ynonnomouennsie Ha pabory ¢  AMC omepatopel  JOMKHBI  OBITH
0JIarOHA/Ie)KHBIMHU, PYKOBOJCTBOBAThCS B CBOEH pabOTe HSKCILTyaTallMOHHOU
nokymenramueir Ha AMC, a ux COBMECTHbIE JEHCTBHUS JIOJDKHBI OBIThH
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HaIpaBJICHBl MCKIIOYUTCIIBHO HA BBIMOJHECHUE CBOMX (DYHKIIMOHAJIBHBIX
00s3aHHOCTEN.
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